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Florida Tech University released an Info Graphic that underscores the need for all of us to remain
diligent in our efforts to keep our home computers, our office computer networks, and our mobile
devices secure. Here is a sampling of what was reported. Over 1 million adults become victims of
cybercrime every day ‐ that’s a rate of 14 per second. 41% of business that experienced a breach
reported that the cost of the breach exceeded $500,000. Finally, laptops and mobile devices are the two
types of devices most frequently targeted. Taken together, the information shared in this Info Graphic is
alarming. Clearly the necessity of taking actions such as using strong passwords, installing robust
security software on all devices, encrypting confidential data, only using secured wireless networks, and
keeping current on all critical software patches that are released are more important than ever. The
question now becomes are such efforts enough? Unfortunately, no they are not.
In spite of the security precautions many routinely take, computer breaches will continue to occur. Law
firms that have taken steps to secure their systems have still become victims of cybercrime. Consider
the following. A number of firms have reported that a trusted firm employee (which includes attorneys)
either unintentionally downloaded an infected file from the Internet or was tricked into opening an
email that carried a malicious payload. Other firms have had problems as a result of the loss, theft, or
misuse of a backup hard drive, a laptop, a smart phone, a jump drive, and even a number of computer
tablets. The fallout of these kinds of events can truly be significant. As a result of cybercrime firms have
already had money stolen from client trust accounts, client confidences lost, and/or found that personal
information such as social security numbers and credit card numbers of employees and clients were
now in the possession of someone else. Should this ever happen to you, what would the costs be and
would your existing insurance cover it? As previously suggested, the costs can be significant and for far
too many the answer to the coverage question would be no. Malpractice policies and most general
business insurance policies offer little to no coverage for cybercrime loses, thus the coverage gap.
We can consider how the costs might add up by looking at some of the exposures that can arise as a
result of being the victim of a cybercrime. There might be the direct losses such as business interruption
(your network may not be available for a week or two) and data recovery as well as having to replace
any stolen client funds. Then there are the incident management expenses such as the costs associated
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with the hiring of a forensic team in order to investigate how the breach occurred and to clean up the
mess left behind coupled with a potential need to hire a public relations firm. If this weren’t enough, 46
states have breach notification laws in place that one must comply with and compliance can be quite
expensive if a significant number of individuals must be notified post breach. The good news is that the
risk of incurring such losses can be properly covered by the purchase of cyber liability insurance which is
becoming more widely available.
Be aware, however, that the costs for cyber liability insurance can vary greatly based upon desired limits
and the specific coverages offered. Relatively speaking, this is a newer insurance product and the pricing
and product will continue to evolve and change as the cyber liability marketplace matures. By way of
example, a few cyber liability policies will cover the theft of client funds while many others will not.
Those that do will cost substantially more. For those policies that don’t, one might consider the addition
of a separate crime policy if this type of coverage is desired. If you happen to be an ALPS insured you
might be interested in knowing that ALPS has now made available Cyber Response which is a separate
policy from your malpractice policy but one that not only covers claims associated with a breach, it also
covers privacy breach response services to mitigate the situation. In the end, no one will ever be
completely risk free when it comes to becoming another cybercrime statistic. The world is simply too
wired now. The good news is that with the addition of cyber liability coverage this risk can be
appropriately managed.
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Risk Management
Questions?
Mark Bassingthwaighte, Esq. is the Risk Manager for ALPS Property &
Casualty Insurance Company. He is available to answer risk
management questions and can be reached at 1‐800‐367‐2577 or
mbass@alpsnet.com.

Disclaimer:
ALPS presents this publication or document as general information only. While ALPS strives to
provide accurate information, ALPS expressly disclaims any guarantee or assurance that this
publication or document is complete or accurate. Therefore, in providing this publication or
document, ALPS expressly disclaims any warranty of any kind, whether express or implied, including,
but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non‐
infringement.
Further, by making this publication or document available, ALPS is not rendering legal or other
professional advice or services and this publication or document should not be relied upon as a
substitute for such legal or other professional advice or services. ALPS warns that this publication or
document should not be used or relied upon as a basis for any decision or action that may affect your
professional practice, business or personal affairs. Instead, ALPS highly recommend that you consult
an attorney or other professional before making any decisions regarding the subject matter of this
publication or document. ALPS Corporation, as well as any of its subsidiaries, affiliates and related
entities shall not be responsible for any loss or damage sustained by any person who uses or relies
upon the publication or document presented herein.
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